
Agenda 
Critical Infrastructure Protection Committee 
June 5, 2018 | 1:00 p.m. – 5:00 p.m. Central 
June 6, 2018 | 8:00 a.m. – Noon Central 

The Ritz-Carlton New Orleans 
921 Canal Street  
New Orleans, LA 70112 

Introduction and Chair’s Remarks 

NERC Antitrust Compliance Guidelines and Public Announcement 

Agenda Items 

1. Opening Remarks- Louie Dabdoub, Director- Incident Response, Entergy

2. Administrative – Ken McIntyre, Interim Secretary, NERC

a. Safety Briefing and Emergency Precautions –  The Ritz-Carlton New Orleans

b. Declaration of CIPC Quorum

c. CIPC Roster

d. Parliamentary Procedures – In the absence of specific provisions in the CIPC charter, the
committee shall conduct its meetings guided by the most recent edition of Robert’s Rules of
Order, Newly Revised.

3. Consent Agenda – Marc Child, Great River Energy, CIPC Chair

a. Draft March 2018 CIPC Minutes – (Approve)

4. Chair’s Remarks –Marc Child, Great River Energy, CIPC Chair

a. Work Plan*

5. Agency Updates

a. Federal Energy Regulatory Commission

b. Department of Energy

i. Looking Ahead to GridEx V- James Kavicky, Argonne National Laboratory

c. Department of Homeland Security

6. Emerging Technology Roundtable Update/Natural Gas at Gen Stations – Ken McIntyre, CIPC
Interim Secretary, NERC

7. NERC Update- Lonnie Ratliff, Senior Manager, Cyber and Physical Security Assurance, NERC

http://www.nerc.com/comm/CIPC/Related%20Files%20DL/CIPC%20Roster%20as%20of%20February%202018.pdf
http://www.nerc.com/comm/CIPC/Related%20Files%20DL/CIPC%20Roster%20as%20of%20February%202018.pdf
https://www.nerc.com/comm/CIPC/Agendas%20Highlights%20and%20Minutes%202013/CIPC%20March%202018%20minutes%20DRAFT%20v0.1.pdf
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8. E-ISAC Update* – Bill Lawrence, Director, E-ISAC

a. Strategic plan, GridSecCon, and GridEx Updates– Bill Lawrence, Director, E-ISAC

b. Notable cyber incidents past quarter – Zachary Fields, CRISP Analyst, E-ISAC

c. Notable physical incidents past quarter –  Charlotte de Siebert, Principal Physical Security
Analyst, E-ISAC

9. CIP Cloud: FEDRAMP Federal Cloud Model Explained  – Steven Dougherty, Senior Member, IBM

10. PNNL Update – Scott Mix, Senior Grid Cyber Security Project Manager, PNNL

11. Legislative Update* –Kaitlin Brennan, Manager – Cyber and Infrastructure Security, EEI

12. Electricity Subsector Coordinating Council Update* – Kaitlin Brennan, Manager – Cyber and
Infrastructure Security, EEI

13. Reliability Issues Steering Committee Update* – Marc Child, Great River Energy, CIPC Chair

14. Supply Chain Update*- Howard Gugel, Senior Director, Standards and Education

15. North American Transmission Forum* – Ken Keels, Director-Practices and Initiatives, NATF

16. CIP Standards Update – David Revill, CIPC Vice Chair, Georgia System Operations Corporation

a. CIP Modification Team Update*- David Revill, CIPC Vice Chair, Georgia System Operations
Corporation

b. Technical Rationale Project* – Howard Gugel, Senior Director, Standards and Education

17. Operating Security Subcommittee – Chuck Abell, Subcommittee Chair,

a. Grid Exercise Working Group (GEWG) – Tim Conway, SANS

GEWG Charter

18. Cybersecurity Subcommittee – Brenda Davis, Subcommittee Chair, CPS Energy

a. Control Systems Security Working Group (CSSWG) – Carter Manucy, Cyber Security Manager,
Florida Municipal Power Agency and Michael Mertz, Vice President- Chief Information Officer,
PNM Resources

CSSWG Charter

b. Security Training Working Group (STWG)* – David Godfrey, STWG Co-chair, City of Garland
Power and Light and Amelia Sawyer, Policy and Compliance, CenterPoint Energy

STWG Charter

c. Supply Chain Working Group (SCWG)* – Mike Meason, SCWG Chair, Western Farmers Electric
Cooperative

SCWG Charter  - (Approve)

19. Physical Security Subcommittee –Ross Johnson, Subcommittee Chair, Capital Power

http://www.nerc.com/comm/CIPC/Grid%20Exercise%20Working%20Group%20GEWG%202013/Grid%20Exercise%20Working%20Group%20(GEWG)%20Charter.pdf
http://www.nerc.com/comm/CIPC/Control%20Systems%20Security%20Working%20Group%20CSSWG%202013/Control%20Systems%20Security%20Working%20Group%20(CSSWG)%20Charter.pdf
http://www.nerc.com/comm/CIPC/Physical%20Security%20Training%20Working%20Group%20PSTWG%20201/Physical%20Security%20Training%20Working%20Group%20(PSTWG)%20Draft%20Charter.pdf
http://www.nerc.com/
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a. Physical Security Guidelines Work Group*- Darrell Klimitchek, Manager of Technical Services,
South Texas Electric Cooperative  (ACTION ITEM:  Approve guideline)

b. Alberta Provincial Electricity Physical Security Working Group – Ross Johnson, Senior Manager,
Capital Power

c. Security Management Program Guideline for the Electricity Subsector - Ross Johnson, Senior
Manager, Capital Power

d. E-ISAC Physical Security Advisory Group* – John Breckinridge, Chair, KCP&L

20. Policy Subcommittee – Jeffrey Fuller, Subcommittee Chair, AES Corporation

a. Security Metrics Working Group (SMWG) – Larry Bugh, SMWG Chair, ReliabilityFirst

SMWG Charter

b. Compliance Input Working Group (CIWG) – Paul Crist, CEIWG Chair, Lincoln Electric System

i. Cloud Computing Pilot Plan

ii. VOIP

CIWG Charter 

21. Schedule of Important Dates:

Dates Time Type Location Hotel 

June 5-6, 2018 
12:00 p.m. – 5:00 p.m. 
8:00 a.m. – 12:00 p.m. 

CIPC Meeting 
New Orleans, LA The Ritz-

Carlton 

September 11-12, 2018 
12:00 p.m. – 5:00 p.m. 
8:00 a.m. – 12:00 p.m. 

CIPC Meeting 
Minneapolis, MN TBD 

December 11-12, 2018 
12:00 p.m. – 5:00 p.m. 
8:00 a.m. – 12:00 p.m. 

CIPC Meeting 
Atlanta, GA TBD 

22. Closing Remarks and Action Items

23. Adjournment

http://www.nerc.com/comm/CIPC/Bulk%20Electric%20System%20Security%20Metrics%20Working%20Grou/BES_Security_Metrics_Charter_3272012v2.pdf
http://www.nerc.com/comm/CIPC/Compliance%20Enforcement%20and%20Input%20Working%20Group%20CEI/Compliance_and_Enforcement_WG_Charter_Draft_6_20_12_Update2.pdf


 

Antitrust Compliance Guidelines 
 
 
 
I. General 
It is NERC’s policy and practice to obey the antitrust laws and to avoid all conduct that unreasonably 
restrains competition. This policy requires the avoidance of any conduct that violates, or that might 
appear to violate, the antitrust laws. Among other things, the antitrust laws forbid any agreement 
between or among competitors regarding prices, availability of service, product design, terms of sale, 
division of markets, allocation of customers or any other activity that unreasonably restrains 
competition. 
 
It is the responsibility of every NERC participant and employee who may in any way affect NERC’s 
compliance with the antitrust laws to carry out this commitment. 
 
Antitrust laws are complex and subject to court interpretation that can vary over time and from one 
court to another. The purpose of these guidelines is to alert NERC participants and employees to 
potential antitrust problems and to set forth policies to be followed with respect to activities that may 
involve antitrust considerations. In some instances, the NERC policy contained in these guidelines is 
stricter than the applicable antitrust laws. Any NERC participant or employee who is uncertain about 
the legal ramifications of a particular course of conduct or who has doubts or concerns about whether 
NERC’s antitrust compliance policy is implicated in any situation should consult NERC’s General Counsel 
immediately. 
 
II. Prohibited Activities 
Participants in NERC activities (including those of its committees and subgroups) should refrain from 
the following when acting in their capacity as participants in NERC activities (e.g., at NERC meetings, 
conference calls and in informal discussions): 

• Discussions involving pricing information, especially margin (profit) and internal cost 
information and participants’ expectations as to their future prices or internal costs. 

• Discussions of a participant’s marketing strategies. 

• Discussions regarding how customers and geographical areas are to be divided among 
competitors. 

• Discussions concerning the exclusion of competitors from markets. 

• Discussions concerning boycotting or group refusals to deal with competitors, vendors or 
suppliers. 
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• Any other matters that do not clearly fall within these guidelines should be reviewed with 
NERC’s General Counsel before being discussed. 

 
III. Activities That Are Permitted 
From time to time decisions or actions of NERC (including those of its committees and subgroups) may 
have a negative impact on particular entities and thus in that sense adversely impact competition. 
Decisions and actions by NERC (including its committees and subgroups) should only be undertaken for 
the purpose of promoting and maintaining the reliability and adequacy of the bulk power system. If 
you do not have a legitimate purpose consistent with this objective for discussing a matter, please 
refrain from discussing the matter during NERC meetings and in other NERC-related communications. 
 
You should also ensure that NERC procedures, including those set forth in NERC’s Certificate of 
Incorporation, Bylaws, and Rules of Procedure are followed in conducting NERC business.  
 
In addition, all discussions in NERC meetings and other NERC-related communications should be within 
the scope of the mandate for or assignment to the particular NERC committee or subgroup, as well as 
within the scope of the published agenda for the meeting. 
 
No decisions should be made nor any actions taken in NERC activities for the purpose of giving an 
industry participant or group of participants a competitive advantage over other participants. In 
particular, decisions with respect to setting, revising, or assessing compliance with NERC reliability 
standards should not be influenced by anti-competitive motivations. 
 
Subject to the foregoing restrictions, participants in NERC activities may discuss: 

• Reliability matters relating to the bulk power system, including operation and planning matters 
such as establishing or revising reliability standards, special operating procedures, operating 
transfer capabilities, and plans for new facilities. 

• Matters relating to the impact of reliability standards for the bulk power system on electricity 
markets, and the impact of electricity market operations on the reliability of the bulk power 
system. 

• Proposed filings or other communications with state or federal regulatory authorities or other 
governmental entities. 

 
Matters relating to the internal governance, management and operation of NERC, such as nominations 
for vacant committee positions, budgeting and assessments, and employment matters; and procedural 
matters such as planning and scheduling meetings. 
 



 

 

Public Announcements 
 
 
Face-to-face meeting version: 
Participants are reminded that this meeting is public. Notice of the meeting was posted on the NERC 
website and widely distributed.  Participants should keep in mind that the audience may include 
members of the press and representatives of various governmental authorities, in addition to the 
expected participation by industry stakeholders. 
 

August 10, 2010 
 
 
 
 
 

  
 
 
 



Agenda Item 4a 
CIPC Meeting 
June 5-6, 2018 

 
Chair’s Remarks and Workplan 

 
 
Action 
(Discussion) 
 
Background 
Introductory remarks by Critical Infrastructure Protection Committee (CIPC) chair including 
observations from the recent NERC Board of Trustees (Board) meeting, and a high-level update 
on the current committee workplan. 
 
Summary 
The past quarter has been a busy one for cyber and physical security topics, both security and 
resiliency being common themes at the recent NERC Board meeting.  The CIPC has had several 
changes recently in committee appointments and memberships – including the executive 
committee.  The Supply Chain efforts are off to a great start, and several efforts are underway 
for physical security that the committee will hear about during the meeting.  Lastly, CIPC has 
been approached by the Operating Committee, the Planning Committee, and the NERC events 
analysis work group with solicitations for assistance. 



Agenda Item 8 
CIPC Meeting 
June 5-6, 2018 

 
E-ISAC Physical Security Update 

 
 
Action 
Informational   
 
Background 
The E-ISAC provides quarterly briefs to CIPC regarding the current industry threat surface.  
 
Summary 
Charlotte de Sibert, Principal Physical Security Analyst, will present an overview of recent 
physical security events, trend analysis, and current lines of effort:  

• Recent incidents of note 

• Incident type and regional threat trend analysis 

• Activist/Eco-Terrorist/Foreign Terrorist threat update 

• Physical Security Advisory Group items 
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CIPC Meeting 
June 5-6, 2018 

 
E-ISAC Update 

 
 
Action 
Informational   
 
Background 
The E-ISAC provides quarterly briefs to CIPC regarding the current industry threat surface and 
updates on implementation.  
 
Summary 
Steve Herrin, Director of Operations and CRISP Manager, will present a status update of E-ISAC 
strategic plan implementation:   

• Current status 

• Budget Process – MEC Recommendations 

• Hiring Status 

• GridEx IV After Action Report 

• GridSecCon 2018 
 



Agenda Item 11 
CIPC Meeting 
June 5-6, 2018 

 
Legislative Update 

 
 
Action 
Informational 
 
Background 
Discuss the legislation and current climate of the U.S. Government and its relation to the Energy 
Sector with updates on government issues. 



Agenda Item 12 
CIPC Meeting 
June 5-6, 2018 

 
Electricity Subsector Coordinating Council 

 
 
Action 
Informational 
 
Background 
Discuss the activities of the Electricity Subsector Coordinating Council (ESCC), which includes 
representatives from government, industry, and other groups. Committees of the council focus on 
strategies that address threats and vulnerabilities on a collaborative basis. 



Agenda Item 13 
CIPC Meeting 
June 5-6, 2018 

 
RISC Update 

 
 
Action 
Discussion 
 
Background 
The Reliability Issues Steering Committee (RISC) is an advisory committee that reports directly 
to the NERC Board of Trustees and triages and provides front-end, high level leadership and 
accountability for nominated issues of strategic importance to bulk power system reliability. 
 
Summary 
Chuck Abell was endorsed by the NERC Board of Trustees at their May meetings as the CIPC 
representative on the RISC.  Chuck will provide future progress reports as the committee works 
through their bi-annual cycle.   
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Supply Chain Activities 
 
 
Action 
Update 
 
Background 
On July 21, 2016, the Federal Energy Regulatory Commission (Commission) issued Order No. 
829, directing NERC to develop a new or modified Reliability Standard that addresses supply 
chain risk management for industrial control system hardware, software, and computing and 
networking services associated with Bulk Electric System (BES) operations, as follows: 
 

[The Commission directs] NERC to develop a forward-looking, objective-based Reliability 
Standard to require each affected entity to develop and implement a plan that includes 
security controls for supply chain management for industrial control system hardware, 
software, and services associated with bulk electric system operations. The new or 
modified Reliability Standard should address the following security objectives, [discussed 
in detail in the Order]: (1) software integrity and authenticity; (2) vendor remote access; 
(3) information system planning; and (4) vendor risk management and procurement 
controls. (P. 45) 
 

Following the issuance of Order No. 829, NERC staff initiated Reliability Standards Project 2016-
03 to develop a set of Critical Infrastructure Protection (CIP) supply chain risk management 
standards (Supply Chain Standards). The Supply Chain Standards, CIP-005-6, CIP-010-3, and CIP-
013-1, support reliability by requiring entities to implement plans and processes to mitigate 
supply chain cyber security risks to high and medium impact assets. Consistent with Order No. 
829, the requirements target risks in four objective areas: (1) software integrity and 
authenticity; (2) vendor remote access; (3) information system planning; and (4) vendor risk 
management and procurement controls. Following industry approval of the Supply Chain 
Standards on July 20, 2017, the Board of Trustees (Board) adopted the Supply Chain Standards 
at its August 10, 2017 meeting. NERC staff filed the Supply Chain Standards with the 
Commission on September 26, 2017, where they are currently pending action by the 
Commission. FERC issued a notice of proposed rulemaking on January 18, 2018 with comments 
due on March 26, 2018.1  
 
In adopting the Supply Chain Standards, the Board concurrently adopted additional resolutions 
related to implementation and risk evaluation.2 The resolutions outlined in detail six actions by 
                                                      
1 https://www.nerc.com/FilingsOrders/us/FERCOrdersRules/E-2_NOPR%20on%20Supply%20Chain.pdf  
2 The Proposed Additional Resolutions for Agenda Item 9.a: Cyber Security – Supply Chain Risk Management – CIP-005-6, CIP-

010-3, and CIP-013-1, NERC Board of Trustees Meeting, August 10, 2017, is available at: 
http://www.nerc.com/gov/bot/Agenda%20highlights%20and%20Mintues%202013/Proposed%20Resolutions%20re%20Suppl
y%20Chain%20Follow-up%20v2.pdf.  

https://www.nerc.com/FilingsOrders/us/FERCOrdersRules/E-2_NOPR%20on%20Supply%20Chain.pdf
http://www.nerc.com/gov/bot/Agenda%20highlights%20and%20Mintues%202013/Proposed%20Resolutions%20re%20Supply%20Chain%20Follow-up%20v2.pdf
http://www.nerc.com/gov/bot/Agenda%20highlights%20and%20Mintues%202013/Proposed%20Resolutions%20re%20Supply%20Chain%20Follow-up%20v2.pdf


NERC management and stakeholders to assist in the implementation and evaluation of the 
Supply Chain Standards, as well as other actions to address potential supply chain risks for 
assets not currently subject to the standards. Collectively, the activities to address the Board’s 
supply chain resolutions will establish a common understanding of the supply chain risk to the 
Bulk Electric System and initiate activities to mitigate those risks. The resolutions, in summary 
form, include: 
 
Support Effective and Efficient Implementation: NERC to commence preparations for 
implementation of the Supply Chain Standards using similar methods during the CIP V5 
transition, and regularly report to the Board on those activities. 
 
Cyber Security Supply Chain Risk Study: Study the nature and complexity of cyber security 
supply chain risks, including those associated with low impact assets not currently subject to 
the Supply Chain Standards, and develop recommendations for follow-up actions that will best 
address identified risks. (Interim report 12 months after adoption of the resolutions and a 
follow-up final report 18 months after adoption). 
 
Communicate Supply Chain Risks to Industry: NERC should communicate supply chain risk 
developments and risks to industry and in connection with the Cyber Security Supply Chain Risk 
Study.  
 
Forum White Papers: The Board requested that the North American Transmission Forum and 
the North American Generation Forum (the “Forums”) to develop (and distribute, as 
permissible) white papers to address best and leading practices in supply chain management, as 
described in the resolution. 
 
Association White Papers: The Board requested that the National Rural Electric Cooperative 
Association (NRECA) and the American Public Power Association (the “Associations”) to develop 
(and distribute, as permissible) white papers to address best and leading practices in supply 
chain management, as described in the resolution, focusing on smaller entities that are not 
members of the Forums, for the membership of the Associations.  
 
Evaluate Supply Chain Standard Effectiveness: Collaborating with NERC technical committees 
and other experts, NERC should develop a plan to evaluate the effectiveness of the Supply 
Chain Standards, as described in the resolution, and report to the Board. 
 
As part of NERC’s petition to FERC requesting approval of the Supply Chain Standard, NERC 
referenced the Board resolution and provided a detailed outline of activities to support each of 
the resolution requests. These specific activities maintain focus and engagement of the ERO 
Enterprise and its stakeholders, to understand and share the complexities of the supply chain 
with industry, while mitigating the associated risks.  

The following actions have occurred in support of the Supply Chain Standard: 

2017 Q3: 
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• E-ISAC issued a level 2 alert in September 2017, the, pursuant to Section 810 of the 
NERC Rules of Procedure, regarding supply chain risks identified in DHS’s Binding 
Operational Directive (“BOD”) 17-01 regarding the use of a vendor’s products. 

• Technical committees were informed in September 2017 of need to develop 
Implementation Guidance assistance. 

• NERC and the Institute of Electrical and Electronics Engineers have a formal coordination 
group that has discussed the topic of supply chain risk management. 

• NERC engaged APPA and NRECA in September to coordinate expectations and 
deliverables. 

 
2017 Q4: 

• Supply Chain Standard website established on NERC website in October 2017 

• Topic of supply chain standard was introduced to vendors at GridSecCon in October 
2017. 

• NERC initiated outreach to the Department of Energy and the Department of Homeland 
Security  

• NERC engaged the North American Transmission Forum (NATF) and the North American 
Generator Forum (NAGF) in October 2017 to coordinate expectations and deliverables 

 
2018 Q1 

• Advisory Task Force was assembled  

• Schedule for webinars, workshops, and technical conferences in development in 
consultation with Advisory Task Force 

• NERC began investigating accreditation model 

• NERC initiated discussions with Advisory Task Force to either directly obtain 
representative equipment, or facilitate direct industry contact with national labs to test 
equipment 

• NERC initiated discussions with Advisory Task Force to identify common implementation 
concerns and lessons and to evaluate the impact of the Supply Chain Standards on all 
BES Cyber Systems, to include low impact 

 

The following actions are planned in support of the Supply Chain Standard: 

2018 Q2 

• NERC to initiate engagement with drafting team members to identify common concerns 
and lessons, to validate the Implementation Guidance developed by the Supply Chain 
Standards Drafting Team, and to evaluate the impact of the Supply Chain Standards on 
all BES Cyber Systems, to include low impact. 

• Vendor advisory group to be assembled with input from Advisory Task Force. 

• Small Group Advisory Sessions (SGAS) and NERC Readiness Evaluations to  commence 



• Training to Regional Entity Compliance Monitoring and Enforcement Program staff to 
support alignment of approach in compliance monitoring and enforcement expectations 
for the Supply Chain Standards developed 

• NERC to engage other standard writing organizations with the assistance of the Advisory 
Task Force 

• Initial draft of Cyber Security Supply Chain Risk Study to be developed 
 
2018 Q3 

• NAGF, NATF, NRECA, and APPA to deliver white papers to address best and leading 
practices in supply chain management, as described in the resolution 

• Initial draft of Cyber Security Supply Chain Risk Study presented to NERC Board 

• NERC to engage Advisory Task Force on compliance feedback 
 
2018 Q4 

• NERC will develop a plan to evaluate the effectiveness of the Supply Chain Standards, as 
described in the resolution, and report to the Board 

• Final draft of Cyber Security Supply Chain Risk Study developed 
 
2019 Q1 

• Cyber Security Supply Chain Risk Study presented to NERC Board 
 
 
 



Agenda Item 15 
CIPC Meeting 
June 5-6, 2018 

 
NATF Update for NERC CIPC 

 
 
Action 
(Discussion) 
 
Background 
The North American Transmission Forum (NATF) is an organization of 87 members representing 
a total of 153 transmission owning and/or operating companies across North America.  
Collectively, NATF member companies own and operate 80 percent of the 200 kV and above 
transmission mileage and serve about 90 percent of the North American peak demand.  The 
NATF promotes the highest levels of reliability, security, and resiliency in the operation of 
electric transmission systems, built on the principle that the open and candid exchange of 
information among its members is the key to improving the reliability of the transmission 
systems in the U.S. and Canada. 
 
These periodic reports from the NATF to the NERC technical committees are intended to brief 
committee members on NATF efforts, identify areas of overlap, and establish dialogue on 
coordination to reduce duplicative efforts by industry subject-matter experts. 
 
Summary 
Ken Keels, NATF director of practices and initiatives, will provide an update on NATF’s work to 
develop and promote leading industry practices for cyber and physical security, including the 
upcoming publication of NATF’s white paper on cyber security supply chain risk management 
practices and associated compliance implementation guidance.   
 
A cross-functional team of NATF members is finalizing a white paper on cyber security supply  
chain risk management guidance and practices, along with an accompanying CIP-013 
compliance implementation guidance document.  These documents, which will be posted on 
the NATF’s public site and submitted to NERC prior to the August NERC Board of Trustees 
meeting, describe a common approach and set of criteria by which to assess supply chain 
vendors’ security controls as an effective component of a cost-effective and efficient supply 
chain cybersecurity risk management program.  NATF teams are also working to update and re-
submit additional, related compliance implementation guidance on transient cyber assets and 
remote vendor access, which were not previously endorsed by the Electric Reliability 
Organization. 
 
The presentation will also include an update on activities and deliverables from the NATF’s 
security practices groups.   



Agenda Item 16a 
CIPC Meeting 
June 5-6, 2018 

 
CIP Modification Standards Drafting Team Update 

 
 
Action 
Discussion 
 
Background 
The CIP Modifications Standards Drafting team (SDT) is tasked with addressing certain issues as 
identified by the Version 5 Transition Advisory Group (V5TAG) as outlined in the V5TAG 
Transfer Document and by FERC in Order No. 822. 
 
The Version 5 Transition Advisory Group (V5 TAG) transferred issues to the Version 5 SDT that 
were identified during the industry transition to implementation of the Version 5 CIP Standards. 
Specifically, the issues that the SDT will address are: 

• Cyber Asset and BES Cyber Asset Definitions 

• Network and Externally Accessible Devices 

• Transmission Owner (TO) Control Centers Performing Transmission Operator (TOP) 
Obligations 

• Virtualization 
  
On January 21, 2016, FERC issued Order No. 822 Revised Critical Infrastructure Protection 
Reliability Standards. In this order, FERC approved revisions to version 5 of the CIP standards 
and also directed that NERC address each of the Order 822 directives by developing 
modifications to requirements in CIP standards and the definition of Low Impact External 
Routable Connectivity (LERC), or the SDT shall develop an equally efficient and effective 
alternative. To address concerns identified in Order 822, the Commission directed the 
following: 

• Develop modifications to the CIP Reliability Standards to provide mandatory protection 
for transient devices used at Low Impact BES Cyber Systems based on the risk posed to 
Bulk Electric System (BES) reliability. 

• Develop modifications to the CIP Reliability Standards to require responsible entities to 
implement controls to protect, at a minimum, communication links and sensitive BES 
data communicated between BES Control Centers in a manner that is appropriately 
tailored to address the risks posed to the BES by the assets being protected (i.e., high, 
medium, or low impact). 

• Develop a modification to provide the needed clarity, within one year of the effective 
date of this Final Rule, to the LERC definition consistent with the commentary in the 
Guidelines and Technical Basis section of CIP-003-6. 

 
Summary 
This presentation will provide a summary of the current work and next steps of the CIP 
Modifications Standards Drafting Team. 

http://www.nerc.com/FilingsOrders/us/FERCOrdersRules/Order%20Approving%20Revised%20CIP%20Reliability%20Standards.pdf
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                                                                                                                                                  CIPC Meeting 
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Technical Rationale Transition Plan Update 
 
 
Background  
The Standards Committee (SC) charged the Technical Rationale Advisory Group (TRAG) with 
developing and overseeing an effective approach to implementing the “Technical Rationale for 
Reliability Standards” policy endorsed by the SC at its June 14, 2017 meeting. Consistent with 
the policy, the Reliability Standards template will no longer include a Guidelines and Technical 
Basis (GTB) section. Upon completion of this project, the GTB will be replaced by Technical 
Rationale documents and/or Implementation Guidance, as described below. The TRAG 
recommended, and the Standards Committee endorsed, the approach outlined below as an 
effective means to efficiently achieve an orderly transition to Technical Rationale documents 
and Implementation Guidance while ensuring the process is transparent and open to 
stakeholder involvement. The TRAG plans to conduct industry outreach, such as webinars and 
frequently asked questions, to promote a broad understanding of the process. 
 
Explanation of Terms 

• Guidelines and Technical Basis (GTB): The current Reliability Standards template 
includes a GTB section to provide standard drafting teams a mechanism to explain the 
technical basis and/or guidance for the associated Reliability Standard and its 
Requirements. Rationales developed by standard drafting teams to explain their 
thought process in writing Requirements are often placed in the GTB section of the 
Reliability Standard prior to presenting the Reliability Standard to the NERC Board of 
Trustees (Board) for approval.  

 
• Technical Rationale: Consistent with the purpose of GTB, Technical Rationale 

documents are intended to provide standard drafting teams a mechanism to explain 
their Technical Rationale or justification for the associated Reliability Standard and to 
provide any other relevant technical information. Technical Rationale document shall 
not include Implementation Guidance, discussed below. Though Technical Rationale 
documents are developed and commented upon as part of the Standards Development 
Process, Technical Rationale documents are not endorsed or approved by the Electric 
Reliability Organization (ERO), and are not mandatory and enforceable parts of the 
Reliability Standard. 
 

• Implementation Guidance: Implementation Guidance provides a means for industry to 
develop examples or approaches to illustrate how registered entities could comply with 
a Reliability Standard that are vetted by industry and endorsed by the ERO Enterprise. 
The examples provided in the Implementation Guidance would not prescribe the only 
approach to implementing a Reliability Standard and entities may choose alternative 
approaches that better fit their situation. The ERO Enterprise’s endorsement of an 
implementation example means the ERO Enterprise Compliance Monitoring and 
Enforcement Program staff will give these examples deference when conducting 



compliance monitoring activities. Registered entities can rely upon the example and be 
assured they meet compliance requirements with the understanding that compliance 
determinations depend on facts, circumstances, and system configurations. Additional 
information on Implementation Guidance is available 
at http://www.nerc.com/pa/comp/guidance/Pages/default.aspx.  
 

Track 1: Transition to Technical Rationale for GTB that do Not Contain Compliance 
Examples of Approaches  
The Track 1 process outlined below applies to GTB that do not: (1) require modification to their 
content or (2) contain compliance examples or approaches. The Track 1 process provides the 
manner in which these GTB shall be transitioned into Technical Rationale documents. 
 

• Step 1 – Identify all Reliability Standards, not currently affected by an approved 
standard authorization request, containing GTB or other information considered 
Technical Rationale. 

• Step 2 – Form GTB Review Teams of industry representatives to identify GTB containing 
only technical guidance or Rationale information and clearly do not contain compliance 
examples or approaches. 

 To create a more efficient process, the Reliability Standards shall be divided among 
separate GTB Review Teams based on the following family groupings: 

o Cyber Security – CIP 

o Operations & Data Exchange – BAL, INT, IRO, TOP 

o Personnel & Emergency Planning – COM, EOP, PER 

o Modeling & Long-term Planning – FAC, MOD, NUC, TPL 

o System Performance – PRC, VAR 

 The SC shall solicit nominations for participants in each GTB Review Team. 

 Once the SC receives the nominations, the SC appoints the GTB Review Team 
members. 

• Step 3 – GTB Review Teams evaluate the technical information contained in each GTB 
associated with the assigned Reliability Standards to determine whether they are 
eligible to be transitioned under Track 1 (i.e., the GTB does not contain compliance 
examples or approaches and does not require technical modification). If the GTB is not 
eligible to transition under Track 1, it shall be transitioned under Track 2, described 
below. 

• Step 4 – For each GTB identified as eligible for Track 1, the GTB portion of the standard 
will be excised and moved without any modification into a separate Technical Rationale 
document and named “Technical Rationale for Reliability Standard XXX-XXX-X,” per the 
following process: 

 NERC staff will post the proposed Technical Rationale document for industry 
comment and a non-binding poll to confirm industry agrees the information is 
suitable for transition to a separate Technical Rationale document without 
modification. 

http://www.nerc.com/pa/comp/guidance/Pages/default.aspx


o In addition to any other appropriate questions in the comment form, the 
following question will be included in the comment form: “Are you aware of any 
reason the GTB section for this Standard should not be transitioned to a 
Technical Rationale document?” 

 If the Technical Rationale document passes the non-binding poll (using the same 
criteria as provided in Section 4 of the Standard process manual for Reliability 
Standards), the SC shall vote to authorize the Technical Rationale document for 
posting. 

o If, despite passing the non-binding poll, industry comments indicate there are 
potential compliance examples or approaches in the GTB or otherwise provide 
reasons why the GTB for a given Reliability Standard should not be transitioned 
to a Technical Rationale document, the SC may seek input from the NERC 
Technical Committees or any relevant resources in deciding whether to endorse 
the Technical Rationale document. 

 If the Technical Rationale document is authorized for posting by the SC: 

o NERC staff shall post the Technical Rationale document to the NERC website on 
the “Related Information” page associated with the Reliability Standard. 

o NERC staff will also add a link to the Technical Rationale document to NERC one-
stop-shop. 

o NERC Board and the Federal Energy Regulatory Commission (FERC) approval are 
not required. 

 If the Technical Rationale document is not authorized for posting by the SC, the 
SC shall decide whether to address comments received and re-post for an 
additional non-binding poll, or to address the Standard under Track 2 – 
Transition to Technical Rationale through Standards Development Process, 
described in the following section. 

 If the Technical Rationale document fails the non-binding poll, the GTB shall be 
addressed under Track 2 – Transition to Technical Rationale through Standards 
Development Process. 

 
Track 2 – Transition to Technical Rationale through Standards Development Process 
Any GTB not identified by the GTB Review Teams as eligible for Track 1, as well as any Technical 
Rationale document that does not pass the non-binding poll or is not endorsed by the SC 
pursuant to the process above, shall addressed through the Standards Development process. 
The information in these GTB will be transitioned to Technical Rationale or Implementation 
Guidance, where appropriate, when the associated Reliability Standard is subject to revision as 
part of a standards development project or subject to an Enhanced Periodic Review. 
 
Future Technical Rationale Development 
Prospectively, Standards Drafting Teams may develop Technical Rationale documents as they 
develop Reliability Standards in accordance with the Standards Process Manual. An existing 
Technical Rationale document should be revised only when the associated Reliability Standard 
is under review/revision, which will help ensure that version numbers match. Because the 
Technical Rationale document stands separate from the associated Reliability Standard, it 
should continue to contain technical information developed along with previous versions that is 
still accurate and relevant, as deemed appropriate by the Standard Drafting Team. During 



development, NERC staff will post any proposed Technical Rationale documents on the project 
page along with the draft Reliability Standard(s) and other associated documents. Following 
applicable governmental authority approval of the Reliability Standard, NERC will post the 
Technical Rationale document to the NERC website on the “Related Information” page and also 
add a link to Technical Rationale documents to NERC one-stop-shop. 
 
 
 



Agenda Item 18b 
CIPC Meeting  
June 5-6, 2018 

 
STWG Update 

 
 
Action 
Review and Discussion 
 
Background 
Review the Security Training Session (Supply Chain Security – A collaboration between Suppliers 
and Asset Owners) that was conducted on June 5, 2018 prior to the Critical Infrastructure 
Protection Committee (CIPC) Meeting and discuss future CIPC training opportunities. 
 
Summary 
The Security Training Working Group (STWG) will have four outstanding speakers discussing 
what Suppliers are doing address CIP-13-1 standards and expectations from Asset Owners when 
the standards are in effect.  The CIPC STWG will also host a panel discussion on Supply Chain 
challenges. 
 
Presenters: 

• Mike Meason – Western Farmers Electric Cooperative, Supply Chain Working Group 
Chair  

• Jim Waters, CISO – Black and Veatch 

• Dennis Gammel, R&D Director – Schweitzer Engineering Laboratories 

• TBA – North American Transmission Forum 
 



Agenda Item 18c 
CIPC Meeting 
June 5-6, 2018 

 
Supply Chain Working Group and Approval of Draft Charter 

 
 
Action 
Approve 
 
Background 
The Supply Chain Working Group was formed in 2018 to address emerging risks and develop 
guidance and other activities to support implementation of the Supply Chain set of standards 
and requirements (CIP-005-6 R2 parts 2.4 and 2.5, CIP-010-3 R1 part 1.6, and CIP-013-1). 
 
Summary 
The approval of the draft charter for the CIPC Supply Chain Working Group will allow the 
working group to move forward with work items and deliverable as outlined in the charter. 



 

 

 
Critical Infrastructure Protection Working Group Charter 

 
Deliverables and Work Schedule 

 
Date:  5/8/2018 Name: CIPC Supply Chain Working Group (SCWG) 
  

1. Statement of Need 
Critical Infrastructure Protection Committee (CIPC) will support the NERC Board of Trustees (Board) 
resolution of August 2017 that directs CIPC to develop guidance and other activities to support 
implementation of the Supply Chain set of standards & requirements (CIP-005-6 R2 parts 2.4 and 2.5, CIP-
010-3 R1 part 1.6, and CIP-013-1). 
 

2. Background 
 
The NERC Board may on occasion request technical expertise in developing and prioritizing Compliance 
products.   CIPC has supported these requests through the CIPC Executive Committee (EC) on an ad hoc 
basis.  The CIPC EC, acting in response to the Board, approved the formation of an ongoing working group to 
address the immediate requirements of the Board and long-term needs of asset owners. 
 

3. Objectives/Duties 
 

• The CIPC EC, through the Cybersecurity Subcommittee Chair will oversee the Supply Chain Working Group 
(SCWG). 

• The SCWG will develop a roster of technical cyber and operations security experts from the CIPC voting 
members, alternate members, and other willing participants and conduct the following activities (items 
from the NERC Board  resolution are listed as primary objectives): 

 NERC Board:  Identify known supply chain risks and address though guidance documentation or other 
appropriate vehicles including input to NERC Alerts or E-ISAC advisories. 

 NERC Board:  Partner with National Laboratory(ies) to identify vulnerabilities in legacy equipment and 
develop mitigation practices. 

 NERC Board:  Assist where possible the E-ISAC efforts to engage Department of Energy and Department 
of Homeland Security to explore information sharing and supply chain risk assessments. 

 NERC Board:  Assist NERC staff by providing input and feedback associated with the development and 
execution of a supply chain risk study. 

 Coordinate with North American Transmission Forum to ensure supply chain security requirements are 
clearly articulated.  



 

SCWG Charter 2 

 Develop other Implementation Guidance where needed under the direction of the CIPC EC. 

4. Members and Structure 
        The SCWG will generally follow the organizational structure and voting rights of the Critical  
        Infrastructure Protection Committee with the following additions: 

• Non-voting members who are industry subject matter experts, for the work at hand. 

• A NERC staff member will be assigned as the non-voting SCWG Coordinator.  The SCWG chair and vice 
chair(s) will be appointed by the CIPC EC for two-year terms. 
 

 Name Tel Email 

Chair Michael Meason  405-247-4348 m_meason@wfec.com 

Vice-Chair(s) Christopher 
Walcutt 

410-207-9117 cwalcutt@directdefense.com 
 

EC Sponsor Brenda Davis 210-419-0616 BHDavis@CPSEnergy.com 

NERC staff Tom Hofstetter 404-446-9750 
 

 Tom.Hofstetter@nerc.net 

    

    

5. Reporting 
The Supply Chain WG (SCWG) will administratively report to the Cyber Subcommittee of the CIPC.  

6. Deliverables and Work Schedule 

• The work plan for the SCWG will be documented in the CIPC Strategic Plan and updated as needed by the 
CIPC EC. 

• The SCWG will convene conference calls as needed to address any issues raised by the NERC Board or CIPC 
EC. 

• At a minimum the Working Group will conduct four meetings per year.  Emphasis will be given to 
conference calls and web-based meetings prior to the CIPC quarterly meeting.  If a face-to-face meeting is 
required every effort will be made to meet at the same location as the CIPC quarterly meeting. 

• The SCWG chair/vice chair or their designee will provide a report at each CIPC quarterly meeting. 

• Process for handling requests will be developed in consultation with EC Sponsor 

7. References and Resources 
N/A 
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Approved by the NERC Critical Infrastructure Protection Committee (CIPC):  
_______________________, 2018 
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Preface  
 
The vision for the Electric Reliability Organization (ERO) Enterprise, which is comprised of the North American Electric 
Reliability Corporation (NERC) and the eight Regional Entities (REs), is a highly reliable and secure North American 
bulk power system (BPS). Our mission is to assure the effective and efficient reduction of risks to the reliability and 
security of the grid. 
 
The North American BPS is divided into eight RE boundaries as shown in the map and corresponding table below. 

 
The North American BPS is divided into eight RE boundaries. The highlighted areas denote overlap as some load-serving entities 
participate in one Region while associated Transmission Owners/Operators participate in another. 
 

FRCC Florida Reliability Coordinating Council 

MRO Midwest Reliability Organization 

NPCC Northeast Power Coordinating Council 
RF ReliabilityFirst 

SERC SERC Reliability Corporation 

SPP RE Southwest Power Pool Regional Entity 
Texas RE Texas Reliability Entity 

WECC Western Electricity Coordinating Council 
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Preamble 
 
In November of 2016 the ERO published a list of Reliability Risk Priorities developed from recommendations made by 
the Reliability Issues Steering C to the NERC Board of Trustees. The document included a list of Risk Profiles that 
reflect the top priorities of the industry, one of which is Risk Profile #8: Physical Security Vulnerabilities.  This risk 
profile states the possibility that the intentional damage, destruction, or disruption to facilities can cause localized to 
extensive interconnection-wide BPS disruption potentially for extended periods. 
 
This guideline document has been developed by the Critical Infrastructure Protection Committee (CIPC) to provide 
guidance for electric system entities in assessing physical security vulnerabilities in accordance with the risk defined 
in Risk Profile #8.  
 
The content of this guideline document is not intended to establish new requirements, modify existing requirements, 
nor provide interpretation of existing standards or requirements. 
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Introduction  
 
The nature and magnitude of extreme events pose an immediate and serious risk to an entities ability to effectively 
fulfil its responsibilities to the BPS operation, support and control. In an environment where customer dependency 
on reliable electric service is critical and where physical attacks are expected to increase it is increasingly important 
that practical and objective assessments be performed and the findings acted upon.  
 
This guideline will focus on the development of resiliency and physical security vulnerability assessment best practices 
and planning as would be necessary to mitigate extreme events rather than addressing details of the response to 
such an event. 
 
This guideline has been developed to focus on assessment of vulnerabilities that have the potential to result in events 
that would fall in the High Impact quadrants of the graphic below, primarily the upper left High Impact Low Frequency 
category. 
 

                       

The graphic below further demonstrates the need for continuous monitoring and review for events that fall within 
quadrants 1 and 2 which result in Very High or Extreme consequences. 
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Figure 1.2 Likelihood vs. Consequence matrix 
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Chapter 1: Scope 
 
The goal of this guide is to identify and promote specific resiliency and vulnerability assessment best practices with 
planning for extreme events, including best physical security assessment practices, as shown in Item 7.(a) of the 
Recommendations for Mitigating the Risk section of Risk Profile #8. 
 
Identified risks as listed in Risk Profile #8 are: 

1. The increasing and evolving threat around physical attacks. 

2. The exposed nature of the grid, which is vulnerable and difficult to protect. 

3. Long lead times associated with manufacturing and replacing some equipment, which can increase 
complexity of restoration after physical attacks that damage BPS equipment. 

4. The level of industry knowledge or coordination in accessing the existing spare equipment inventory. 

5. Physical damage to generation fuel sources, such as natural gas pipelines, which will degrade the reliable 
operations of the BPS. 

6. Damage to long-haul telecommunications and water supplies, which will make certain critical facilities 
vulnerable and reduce the ability to serve load. 

7. An EMP event, which could lead to widespread loss of load in certain regions. 
 
Physical security risks and the effects of those risks are ever present and should be assessed and planned for in any 
vulnerability assessment. However, the planning for an event that occurs on an extraordinary scale or escalates from 
a relatively minor event to an extreme event requires a planning model that is robust and capable of adapting to the 
current situation and conditions as the event matures.  
 
Various factors contribute to the magnitude and scope of an event and its classification as an extreme event. When 
performing assessments and planning for extreme events it is important to consider that events may not be and may 
not appear to be extreme events when first recognized, but at some point, due to conditions surrounding the event, 
escalate to ‘extreme’ status. 
 
Events may quickly escalate into extreme events depending on: 1.) The level of the impact. If the event is confined to 
a local facility the impact to the BPS is likely minor and the response localized, however if the event is regional or 
national the impact will be more significant. 2.) The entities level of preparedness. An entity who has made no 
preparation may struggle in its response as compared to an entity that has a mature plan with effective mitigation 
measures ready to deploy. 3.) The level of resources necessary to effectively respond to an event can also have an 
effect on the success of the response, and finally 4.) The possibility of a cascading effect into BES assets or other 
critical infrastructure sectors can result in the escalation of an ordinary event. 
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Chapter 2: Planning for Extreme Events  
 
This guideline presupposes that your company emergency response plans and security measures capture most of the 
elements required for the tactical response to what we view as extreme events.  The purpose of this section is to 
discuss the strategic elements that your organization will require to respond to extreme or catastrophic events.  
 
When developing your plan, start with a consideration of your organization’s priorities.  Knowing your priorities will 
help you determine the resilience and recovery options you should be considering.  The following are some areas to 
consider to help guide your discussions: 

• Virtually every organization counts the safety of employees, contractors, visitors, and members of the 
public as a priority, and the electricity sector is no different.  Everything is replaceable except for human 
life.  Your response to an extreme event should reflect this, above all, care for people first. 

• Protection of the environment - Damaging the environment affects others and can have consequences that 
can threaten your ability to operate, so you must ensure that environmental protection is considered in all 
planning 

• Physical asset protection - Physical and cyber assets are necessary to generating, transmitting, and 
distributing electricity or any other product.  Damage to assets can keep your company out of the 
marketplace for a long time, so should be addressed early. 

• Restoration of service - Safe and secure operations depend on other factors, such as people, and properly 
functioning equipment. 

 
The elements of response at this level are as follows: 

• Crisis Management Team - for assessing damage, marshalling information and resources, ensuring the 
safety and survival of employees, and protecting the public.  This team will manage the crisis using the 
priorities stated earlier as a guide.  The Director of the Crisis Management Team should be a Senior 
Executive (or equivalent) 

• External Liaison and Notification – Is this an event which will overwhelm an organization’s capability to 
adequately respond, so external resources will need to be brought in?  Are there regulatory reporting 
requirements that need to be addressed?  Do neighboring facilities need to be informed?   

• Communications Plan - (both external and internal (including the Board of Directors), and including social 
media policies, employee notification, and employee contact information) 

• Restoration Team - a subset of the Crisis Management Team, this group works to prepare the organization 
for a return to the ‘new normal.’  This team will include operations, supply chain, finance, HR, and Security. 

 
Security Planning  
Security planning for extreme events should be part of the Crisis Management Team suite of plans, as it will be 
executed under its supervision.    
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Event Priority Function Comments 

Bomb 
attack 

Safety 

• Emergency response plans for 
all aspects related to bombs: 
bomb threats reporting, 
premises searches, suspicious 
package protocol, response to 
explosions (evac, etc.) 

• Training and equipping 
employee First Aid teams  

Most of the activities in this area are 
found in the domain of emergency 
response planning and the corporate 
safety management program. 

 
Prioritizing 
Communications 
 

• Strict social media policy (no 
unauthorized tweeting or 
Facebook posts during 
emergency events) 

• Corporate communications 
plan to promote employee 
and public notification in the 
event of an emergency 

A response to an extreme event may 
be disrupted by family or media 
pressure.  Good communications 
planning can help to prevent this, but 
ensuring that your employees know 
why it is important not to put 
photographs on social media, and the 
consequences if they do, will help the 
communications effort. 

 
Physical Asset 
Protection 

• Access control to prevent 
unauthorized persons from 
entering facility 

• Bollards to keep vehicles back 
from inhabited buildings 

Planning for a bomb attack starts 
during the design phase of physical 
security measures.   If the original 
design did not include measures 
needed during a bomb threat, then 
temporary measures can be 
introduced until the permanent 
measures are installed.  For example, a 
truck or Jersey barriers can be used to 
block a road to prevent vehicle access 
until bollards are installed. 

 
Restoration of 
Service 

• Business Continuity Plans 

Business Continuity Plans which allow 
for the loss of production, 
administrative office space, 
information systems, or personnel are 
needed here.  
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Chapter 3: Vulnerability Assessments  
 
A vulnerability assessment is an examination of an entity’s asset(s) to identify conditions that might be exploited or 
attacked by an attacker to cause harm to the asset or the people associated with the asset.  
 
It may be helpful to recall how NIST defines Vulnerability Assessment for information systems: 
 

“Systematic examination of an information system or product to determine the adequacy of security measures, 
identify security deficiencies, provide data from which to predict the effectiveness of proposed security 
measures, and confirm the adequacy of such measures after implementation.” (Source: NIST NIST.SP.800-30r1) 

 
Similarly, a physical security vulnerability assessment would include a comprehensive review of the physical security 
posture with the purpose of identifying as many vulnerabilities as possible.  Vulnerabilities being weaknesses that 
can be exploited by a threat source.  It would entail a comprehensive review for the purposes of identifying, 
quantifying and prioritizing the vulnerabilities at an asset or with related personnel to determine the adequacy of 
security measures, identify security deficiencies, provide data from which to predict the effectiveness of proposed 
security measures, and confirm the adequacy of such measures after implementation.  
 
A vulnerability assessment requires you to try to see your own physical security faults as an attacker would see them. 
Such an assessment is sometimes difficult to do effectively due to cognitive biases.  
(https://en.wikipedia.org/wiki/Cognitive_bias). Following an extreme event, consideration should be given to 
whether to request assistance from an outsider to validate an existing vulnerability assessment or conduct a new 
vulnerability assessment. 
 
After an extreme event has occurred, a vulnerability assessment should be created if it does not exist or updated 
with the current situation if it does exist. 
 
While in a defensive role, you need to think like those in an offensive role. Questions to ask would include when, 
where and how would an attacker attack this target or the people employed here.  Essentially, you are performing a 
target assessment.  A vulnerability assessment looks for and finds the weaknesses in processes, locations, structures, 
materials, and devices that security and facility managers would normally (and mistakenly) rely on to provide a secure 
environment. 
 
The vulnerability assessment may bring to light areas in which the extreme event has caused either a degradation or 
loss of functionality in a security measure.  The incapacity to perform as designed could be exploited by a threat actor 
or in some cases may be the intended consequence of the threat actor as a step towards additional second or third 
order effects.  The assessment may lead to the identification of additional or adaptive security measures. 
 
When creating or updating a vulnerability assessment it is useful to start with a list of the assets to be protected and 
the identified threats.  In an extreme event, the list of assets should be reviewed to determine the order of priority 
in which the vulnerability assessment is conducted.  The identified threats may have changed significantly during an 
extreme event and should be reviewed. 

https://en.wikipedia.org/wiki/Cognitive_bias
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For each asset, the vulnerability assessment should give consideration to the following factors: 
 

Factor Description 
General Asset (structure) design Features of the asset design that create weakness that can be 

exploited by an adversary, such as open areas allowing 
observation from a distance, large windows that allow 
operations to be observed from the outside, etc… 

Proximity to uncontrolled areas Areas that are not controlled by your company especially areas 
allowing public assess for travel or occupation 

Portals Entry points into the asset by vehicles or people 
Barriers Obstacles such as fences, walls, gates or environmental features. 
Access by uncleared personnel Access by people who have not undergone your company 

credentialing process including escorted access. 
Access by required services Access by people such as deliveries, utilities or emergency 

services. 
Area denied to access Identified areas where vehicles or people are not allowed. 
Areas minimized to access Identified areas where access is restricted, such as to company 

vehicles or employees only. 
 

 
Each factor should be scrutinized to determine any security faults that could be exploited by an attacker.  Example 
questions for each factor would include: 
 

Factor Sample Questions 
General Asset (structure) design How could surveillance be conducted? 

What are the materials used to construct the asset? 
How susceptible is the asset to an explosion? 
What are the blast zones based off a Design Basis Threat?  
How susceptible is the asset to gunfire? 
What internal and external lighting options are available? 
What materials were used for walls, floors, ceilings and roofs? 
What are the asset external penetrations? 

Proximity to uncontrolled areas How close can the public get to the asset? 
What of the asset can be seen from public spaces? 
What are the ingress and egress points to observation locations? 
Is there a public parking lot or parking garage close to the site? 
Is there a public use trail or park close to the site? 

Portals How many and where are the vehicle entry points? 
How many and were are the people entry points? 
What mechanism prevents or slows access at the entry points? 
What mechanism detects or logs access at the entry points? 
Are there trenches, ducts, sewers, storm drains allowing access? 
Are there railroad tracks or pipelines entering the perimeter? 
Are there straight-line vehicle approaches to critical areas? 

Barriers What creates the physical security perimeter for the asset? 
Is there a layered approach to the barriers? 
What are the barriers constructed from? 
Does the terrain help or hinder an attacker? 
What vegetation is present? 
Are barriers fixed or moveable? 

Access by uncleared personnel How do people get access to the asset? 
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Who approves access? 
Who escorts and how many can be escorted at one time? 
Is there a visitor access program? 
Is there an established stand-off zone for vehicles? 

Access by required services How do outside service people access the site? 
Are vehicles searched upon entry or exit? 
How do you verify the service person is legitimate? 
Are escorts needed for some services versus others? 
Are deliveries confined to a certain area? 
Who approves service people to enter the asset? 

Area denied to access Are there areas that foot traffic is not allowed? 
Are there areas that vehicle traffic is not allowed? 
What are the protection methods for the areas? 
Is there an established exclusive stand-off zone? 

Areas minimized to access Are there areas that only certain foot traffic is not allowed? 
Are there areas that only certain vehicle traffic is not allowed? 
What are the protection methods for the areas? 

 
One of the fundamental questions for each factor is whether the extreme event has altered the security protections 
in place for that factor. 
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Chapter 4: Physical Security Assessments  
 
In order for an entity to evaluate the effectiveness of its physical security measures, a periodic assessment of those 
measures is appropriate. In preparation for events that may be extreme or escalate to extreme status assessments 
are crucial in order to respond effectively. 
 
Physical security baseline – Before preparing for extreme events, the following physical security practices should be 
applied to the current state of physical security. Critical assets should be identified based on industry regulations (ex.: 
NERC Critical Infrastructure Protection Reliability Standards) and enterprise business continuity requirements. 
Classification levels should be given to assets based on their level of criticality (ex.: level 1 for the lowest level of 
criticality and level 4 for highest level).  
 
Minimum physical security measures should be implemented based on the level of criticality (ex.: Level 1 can be 
mechanical access control and Level 4 can be two-factor authentication (2FA) electronic access control with IDS 
perimeter system and on-site response force). Also, there should be an escalation of measures added to the minimum 
based on the threat of extreme events or history of victimization. 
 
Assessment audits which focus on physical security measures such as evaluation of perimeter integrity and use of 
physical security measures by employees should be performed at a frequency determined by the level of criticality 
of the asset.(ex.: level 1 should be audited once a year and level 4 once a month) Reporting of any security events 
and physical security vulnerabilities by employees and contractors to the security department should be mandatory 
(ex.: breach in fencing, door that doesn’t lock properly, loss of access card, etc.).  
 
Physical security assessment should be done on all assets that are required to protect (generating station, substation, 
control center, data centers, transmission lines, etc.) and considered as a normal business good practice. Updates on 
the assessments should be made when any change occurs in operations or configuration of an asset that can have an 
impact on the physical security measure effectiveness. 
 
Description of physical security assessment1- A security survey should be a thorough, on-site examination, the 
purpose of which is to: 1.) Determine and document the current security posture, and how might that posture change 
if an extreme event is imminent, 2.) Identify deficiencies and excesses in existing security measures, 3.) Evaluate the 
current posture with a determination of appropriate level of security or protection needed and recommend 
improvements in the overall situation. 
 
Physical security assessment for planned extreme events - Identify levels of threats (anticipated or real) for extreme 
events that you can plan ahead of and consider physical security measures to add to or modify your baseline for each 
level. Integrate your physical security measures to existing business continuity plans. Adjust physical security 
measures baseline to the level of threat. The physical security measures baseline should be adjusted whether the 
threat is anticipated or real. Consider adopting a Spare equipment / Mobile equipment strategy to improve your 
resiliency. 
 

                                                           
1 Based on extracts of Physical Security Principles, ASIS, 2015 
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Physical security assessment for unplanned (ex.: active shooter) extreme events - Identify your contingencies for 
your physical security measures baseline – Example: lockdown policies and physical security measures for active 
shooter situations. Prepare your contingencies to be able to deploy them when extreme events occur – Example: 
rehearse lockdown procedure with security personnel once a year at critical locations. Identify any gaps (situation 
that you don’t have any contingency for) and assess the risk. If the risk is not acceptable, close the gap by adding the 
appropriate measures. Consider improving system redundancy. – Example – if you do not physical security measures 
to permit lockdown procedures for your employees, evaluate the risk of active shooter situations for your assets and 
based on risk evaluation, either accept the risk or implement measures to permit lockdown procedure. 
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Chapter 5: Drill & Exercises 
 
This section covers the facet of preparation for an extreme event. The nature of extreme events is to be unforeseen 
and likely impossible to be prepared for. Emergency managers must design their programs to maintain readiness for 
all hazards as defined per both National Incident Management System (NIMS) and the Incident Command System’s 
all hazards approach. Additionally, those who assume the role of Emergency Manager are responsible for preparing 
and evaluating their entities ability to respond and recover from extreme events.   
 
Preparation and evaluation are critical for maintaining operational resilience.  Facing disasters with unevaluated 
emergency plans often results in poor procedural execution, leading to confusion in response and recovery. Currently, 
OSHA standards 1910.38 suggest an expectation that entities conduct drills and exercises to evaluate an entity’s 
performance towards site level emergencies. These scenarios are based on situations likely to occur within the 
workplace, such as active shooter, fire drill or other emergencies. Additional consideration shall be made towards 
planning drills and exercises that evaluate preparation for extreme events.  
 
The Framework 
The overwhelming and unpredictability of an extreme event may immediately deplete resources directed towards 
the initial response.  Extreme events will likely be an event with both an expansive footprint and/or intensifying levels 
of complexity. Unlike low-level site events involving site management, and local first responders; extreme events 
involve a large group of first responders, technical experts from private organizations and government agencies. The 
entity’s emergency management program should have a framework or system in place to facilitate the rapid increase 
of personnel.   
 
Entities conduct exercises to evaluate the performance of their individual business units. Exercising for extreme 
events presents entities with opportunities to test current framework. Results of these exercises provide entities the 
opportunity to identify challenges associated with implementation and logistics necessary to accommodate these 
additional responding agencies. Throughout history, the challenges identified in responding to large scale events like 
Hurricane Katrina have involved problems with command and control, resource distribution and prioritization of 
response.  Due to the nature of extreme events, the Incident Command System provides a framework allowing 
agencies to streamline capabilities to adjoin with multiple agencies and jurisdictions during an event.  
 
Exercising the Framework 
The objective of drills and exercises is to evaluate the capabilities of a program. Drills are defined as coordinated 
supervised activities, usually employed to test a single operation or function within an entityi.  Drills are designed to 
review the performance of smaller sections of a larger group. Most drills are performed shortly after the initial 
instruction of a task or procedure. Drills are presented as opportunities for participants to ask questions and receive 
correctional guidance during the performance of actions.   
 
There are three forms of exercises. The first is the functional exercise (FE), which examines and/or validates the 
coordination, command and control between various multi-agency coordination centers. FEs are most common, as 
they utilize minimal involvement from personnel and resources. During these exercises department resources and 
involvement by other agencies can be simulated.  The second form of exercise is the full-scale exercise (FSE) designed 
to display coordination between multi-agency, multi-jurisdictional, multi-disciplinary resources intended to facilitate 
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a functional organizational response, where personnel and resources are implemented in real time. Entities are 
encouraged to conduct FSE’s every 2-3 years to prevent strain on resources.  
Finally, the best practice in exercising for extreme events may be through tabletop exercises.  These can either be 
formal or informal evaluation or discussion-based exercises performed by key personnel.   Tabletops are beneficial 
because they can involve leadership, players and observers from an unlimited number of entities who can be 
presented with comprehensive understanding of the disaster and affected area. Additionally, tabletops show value 
because they provide opportunity for representatives and technical specialists to collaborate and refine operational 
plans and policies. Moreover, tabletop exercises offer opportunities for people to identify the necessary points of 
contact for different agencies and business units.  
 
Success is achieved when participants effectively identify and resolve issues in the overall process of response. 
Exercising for extreme events is likely to incorporate a multi-agency response. It is best for each entity to understand 
how their procedures and processes evolve when additional resources have become available, and when changes in 
command and control staff are expected. For example, a comprehensive training program in exercise design can be 
found through Homeland Security Exercise and Evaluation Program (HSEEP). 

 
The Extreme Event Scenario 
A well-developed scenario for extreme events should challenge the emergency management capability of an entire 
entity. Historically, extreme events have presented employees, management, and responders with an excruciating 
operational tempo during response and recovery phases. Replicating this tempo in an exercise can be extremely 
difficult; exercise officials (i.e. planners and controllers), must ensure the exercise injects occur quickly. Exercises 
based on acts of terrorism, electro-magnetic pulse, chemical, biological, radiological and nuclear event or severe 
weather are all viable options capable of being referenced through scientific data and historical facts. Entities can 
reference characteristics of such events to further scenarios and determine program effectiveness.  
 
Evaluation  
As described, exercises are used to evaluate a process in real time. The evaluation criteria must extend from the 
exercise objectives. Evaluations from FE’s and FSE’s rely on player integrity and knowledge that actions are to be 
carried out and reviewed for fluidity and effectiveness.  Also discussed previously, in an extreme event, the entity will 
aggregate with other groups for a coordinated response. Entities are encouraged to establish memorandums of 
agreement (MOA)/ memorandums of understanding (MOU) with neighboring organizations to identify resources 
capable of being committed to an extreme event. The language in the MOU/MOA should not simply define the 
resource commitment, organizational alignment, and jurisdictional authority, but also highlight standards for 
performance by each organization.   
 
Engagement 
Finally, the most important element of an exercise is solicitation. Public and private entities from adjacent sectors 
may find the level of complexity of the electric grid to be intimidating. Utilities must push to break this barrier and 
include sectors to join and understand the impact an extreme event may have on the electric grid.  A great place to 
start is with engaging local and state or provincial emergency management officials. Educating local and state or 
provincial EM officials and encouraging their participation will benefit their agencies by further promoting the 
stringent testing of their own capabilities. 
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Chapter 6: Resiliency 
 
This section discusses resiliency as it applies to how effective entities can navigate through extreme events. In 
layman’s terms, resiliency describes toughness, or the ability to quickly rebound from situational setbacks. The 
reliability of the electric grid is contingent upon an entity’s resilience. Resilient entities are interdependent; they form 
a network in which each entity supports the grid; while mutually reliant, they each support and maintain their own 
assets.  Like other networks, the grid is only as strong as its weakest point; a single entity that does not cultivate its 
own resilience in preparation for extreme events may potentially compromise the security of entire network.  
 
The objective of resiliency is to minimize the time an entity is non-operational and increase the speed at which the 
entity can recover to full capacity and rejoin efforts to restore the grid. Three dimensions of resiliency will be 
discussed here. The first, structure resilience, refers to facilities or housing that protect personnel and systems from 
the elements.  The second dimension, is the resiliency of people or employees who are prepared and capable of 
maintaining composure and rational thought through an extreme event while performing their duties. The third 
dimension, systems resilience, consists of a set of principles or procedures according to which something is done. In 
this context, systems also refer to mechanical or digital devices intended to enhance operability, such as cameras or 
industrial control devices.  
 
Structural resiliency is to strengthen or reinforce the protective integrity of an enclosure to enhance its capability 
absorb damage caused by extreme events. Resilience is achieved by adapting enhancements through materials such 
as steel plating, or by engineering specifications designed to withstand force. Additionally, resiliency can be enhanced 
by the implementation of physical security features to the external surface of the structure. Designs such as window 
films that enhance the integrity of the glass, or barriers that can withstand the effects of blasting, cutting, or ramming 
on fences, walls or blocks, all contribute to the resiliency of a structure.  Alternatively, resilience can also be achieved 
through the ability to rapidly repair assets and restore service.  For example, it may make more sense to develop 
rapid repair capabilities for the restoration of transmission services rather than undertake expensive hardening of 
transmission towers. 
 
The second dimension is ensuring resiliency through the workforce. This is the most complex, as it requires interaction 
amongst the multiple personality types that populate the entity.  The pathway to personal resiliency is achieved and 
maintained by creating a culture geared towards personal development, adaptability, communication and teamwork.   
People are inherently resilient; good management fosters their resiliency by providing them with training and 
exercises that cultivate critical thinking. Conditioning employees to withstand stress in their individual roles 
strengthens the integrity of the team.  
 
The third dimension is the resiliency of systems. This applies to both analog and digital systems that enhance an 
entity’s operability, and to the reinforcement of internal controls to prevent mis-operation and errors.  Like facilities 
and employees, systems require rigorous testing, and continuous improvement to ensure sustainable operations 
through extreme events. Informed entities recognize that attacks on the grid are intended to disable and destroy. 
Thus, resilient entities must develop and train on robust processes to ensure stringent adherence to procedures that 
minimize failures and maximize that capacity to rapidly replace or recover those systems lost in the shortest amount 
of time.  
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An overarching principle for the developing of resiliency in structures, organizations, and systems is the application 
of redundancy. Redundancy is the basic principle applied to create continuity within the system to ensure no single 
point of failure exist. Principles of redundancy applied to communication systems, subject matter experts, or life 
support systems such as backup generators are beneficial during extreme events. Redundant systems present options 
to the strategic decision making of Incident Commanders, sustains quality of life for response and recovery teams, 
and ensures continuity of operations for management and stakeholders.  
 
In conclusion, achieving resiliency requires effective interrelationship between structures, people and systems as 
described above.   Entities must continually and comprehensively develop and maintain the resiliency of their 
personnel, systems and facilities.  While there is no perfect strategy by which every entity can defend its assets, there 
will always be opportunities to adapt best practices to strengthen entity resilience.  Applying the strategies of 
redundancy, continuous improvement, and adaptation to daily problems and emerging challenges are the ingredients 
for achieving resilience the face of extreme events.  
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Chapter 7: Information Sharing during Extreme Events 
 
Protecting something as intricate as the electrical grid, requires a network of communication and information sharing.   
Retired General Stanley A. McChrystal once stated, “It takes a network to defend a network”.  Extreme events present 
exceptional challenges to the capabilities of an entity’s decision-making cycle. To counteract extreme events, an 
entity depends upon a fundamental knowledge to understand data as it applies to extreme events. The speed at 
which information must be transmitted is a pivotal factor; facilitating, enabling or hindering leadership’s ability to 
think and react critically and effectively.  The collaborative efforts of numerous entities can enhance the 
responsiveness of each to extreme events.  
 
The Fundamentals  
Entities should understand the foundation of an information sharing program is the accumulation of data. During 
extreme events, the application of data may allow entities to detect and resolve problems before they evolve into 
crisis, to evaluate the effectiveness of response, and to identify relationships between variables.  Most importantly, 
the value of data during extreme events, 1.) allows management to think critically, 2.) provides responding personnel 
and organizations relevant information and tools, 3.) helps to enhance understanding of the operational 
environment, and 4.) facilitates informed decisions that lead to effective response and recovery operations.  
While data application plays large role in emergency preparedness and management operations, it has its limits. 
Because extreme events are statistical anomalies we cannot rely on data collected to fully predict extreme events. 
For example, man-made disasters (e.g. Deepwater Horizon, Three Mile Island) occur unexpectedly, typically due to 
mistakes or unforeseen failures in systems with little warning. The Root Cause Analysis on these events highlighted 
these disasters could have been avoided had system and human performance issues been detected early on. Criminal 
induced disasters like terrorism are typically carried out strategically and often under a high level of secrecy. Such 
events can be forecast with low certainty based on the data from historical trends and behavioral indicators; however, 
this data cannot definitively predict (e.g. dates, times, locations, etc.) such extreme events as terrorism.  
The sheer volume of data can be overwhelming and hinder useful application.  Data that is well organized and well 
analyzed becomes information vital for effective prevention and response functions to extreme events. This 
information is essential to incident commanders, allowing them to determine relevance and provides a common 
operating picture.  Incident response teams rely on the work of dedicated analysis to analyze collected information 
and to perpetuate the flow of information internally.  The added value of continually updated information is that it 
reduces risk to responders during extreme events.   
 
The Need for Speed 
Effectiveness of the response during extreme events is heavily dependent on the speed at which information is 
delivered. The unprecedented pace at which an extreme event may unfold might exceed the capabilities of the entity. 
Thus, the timing at which informational products are released may only provide a snapshot of a given set of 
circumstances. Analysts who are experts in the subject matter may be able to formulate possible outcomes based on 
potential variables. At a bare minimum, information should be shared with incident commanders and others, allowing 
them to mitigate risk in their overall response strategy and build continuity among responders. 
As extreme events become increasing complex, so does the need for a more comprehensive approach to information 
exchanging. The potential for secondary or simultaneous attacks occurring against the Electrical Grid reinforces the 
need for expedited information exchange between entities.  In a 2016 document drafted by the Physical Security 
Advisory Group “Electricity Sector and the Design Basis Threat” an attack on the grid will be the actions of dedicated, 
skilled, and coordinated actors, using multiple attack vectors such as physical, cyber and possibly unmanned Ariel 
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vehicles.  Arguably, there is no absolute way to prevent future attacks, since a trained adversary will likely use speed, 
surprise and violence of action to their advantage. The best strategy is to strengthen the interdependence between 
entities as described and reinforce the speed and accuracy of information exchanged.  
The nature of extreme events is to be fast-paced, possibly widespread, and to present dynamic risk factors. Thus, it 
is desirable when the flow of information is streamlined to approximate the speed at which the extreme event 
unfolds.  Some best practices are implementing internal controls during extreme events to minimize or prioritize their 
information sources. This helps ensure that incident commanders are only receiving vetted, and pertinent 
information. This necessitates that entities design incident response programs that incorporate information channels 
to control flow of information during extreme events. Recent revisions to the FEMA Incident Command System now 
include an Intelligence & Investigation Section, reporting directly to the Incident Commander.   
 
The Network 
Sources of data applicable to extreme events are likely to originate from inter-entity condition reporting, cross-
industry information sharing networks, Human Intelligence (HUMINT) and Open Source intelligence (OSINT). More 
specifically, HUMINT relies on the vigilance of employees, community members and law enforcement officers to 
detect and report activity, making it relevant for emergencies. The effectiveness of HUMINT may be limited by human 
performance; the chaos of disasters may result in subtle details going unnoticed, thus stifling the ability to obtain 
clear data.  OSINT, such as databases, intelligence products from credible sources, and social media, adds to the 
collection of raw data and perhaps validates HUMINT contributions to the Common Operating Picture (COP)2.  
Additionally, social media serves best in extreme events when it effectively details the parameters of the event, thus 
filling a need for information-sharing network enhancements, and rapid information exchange.  
 
The information sharing network should always begin within an entity. Employees should be encouraged to identify 
problems at any moment. During extreme events, employees may become key role players, supporting response and 
recovery operations. Fostering employee vigilance and promoting prompt reporting behaviors will strengthen 
response by mitigating risk. Adopting the DHS “See Something Say Something” practice it is an effective starting point, 
particularly when entities tailor this program to their specific capabilities. 
 
The expansion of the information sharing network should begin with business units.  The strength of the network is 
reliant on each business units’ ability to collaborate with external peer business units from local entities and 
intelligence organizations. Although not a requirement, entities should make every effort to become a part of such 
networks, participating in information exchange helps to paint a picture of the threat landscape. An advantage of this 
network is preparation for extreme events, as neighboring entities can provide peer evaluations and contribute to 
effective assessment of risk and vulnerability. When extreme events are imminent, neighboring entities may offer 
mutual assistance as well as pass along information, thus also contributing to the COP.  
 
Entities involved in extreme physical security events are likely to engage the local, state and federal law enforcement 
agencies, including the local officials from the FBI and the Royal Canadian Mounted Police. These agencies respond 
and contribute to the flow of information via investigations and criminal intelligence. Currently, local and state 
enforcement agencies, are expanding their information distribution into critical infrastructure and key resources. 
They provide utilities additional information to further identify and mitigate threats. 

                                                           
2 Common Operating Picture (COP) - Single identical display of relevant operational information (i.e. locations of responders, status of 
resources, scene details) shared by more than one command element. 
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Finally, the Electricity Information Sharing and Analysis Center (EISAC) is an information sharing entity exclusive to 
the electric utility industry. It ensures the delivery of physical and cyber security threat intelligence to owners and 
operators. The benefits of the EISAC is to capture threat information from various sources and to distribute 
information throughout the industry. Applied to extreme events, the EISAC adds value by obtaining details of events 
and continually updating owners and operators, thus further enhancing vigilance throughout the industry in 
preparation for subsequent hostile actions.  
 
Historically, the need to gather and share information has been viewed as the primary role of our nation’s security 
apparatus.   We must not forget who owns and operates the system that ensures the delivery of reliable electricity 
throughout the nation, ensuring its survivability. We, too, are responsible for upholding national security. Extreme 
events induced by acts of terrorism can succeed only if the industry fails to collaborate in creating a network so great 
and so effective that adversarial efforts will fail, even on our worst day.  
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Chapter 8: Definitions 
 
 
Extreme Events – An event that has the potential to damage or severely impair an organization’s ability to operate. 
 
Physical Security Assessment – The evaluation of physical access controls for a facility. 
 
Resilience is defined as the ability to prepare for and adapt to changing conditions and withstand and recover rapidly 
from disruptions. Resilience includes the ability to withstand and recover from deliberate attacks, accidents, or 
naturally occurring threats or incidents. 
Examples of resilience measures: 

• Developing a business continuity plan 

• Having a generator for back-up power 

• Using building materials that are more durable 
 
 

Vulnerability Assessment – Evaluating the possibility of a facility being attacked.    
 
 
Related Documents and Links 
 

Security Guideline for the Electricity Sector: Physical Security 
Security Guideline for the Electricity Sub-sector: Physical Security Response 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
1 FEMA Course E/L0104 Introduction to exercise Design  

NERC | ERO Reliability Priorities – RISC Recommendations to the NERC Board of Trustees | November 2016 
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